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CHANCERY EDUCATION TRUST 

PICKHURST ACADEMY 
PERSONAL DATA BREACH POLICY 

 
Introduction 

 

Our academies/school hold large amounts of personal and sensitive data. Every 
care is taken to protect personal data and to avoid a personal data breach. In the 
unlikely event of data being lost or shared inappropriately, it is vital that 
appropriate action is taken to minimise any associated risk as soon as possible.  

This breach procedure applies to all personal and sensitive data held by the 
academies/school within the Chancery Education Trust. This procedure applies to 
all staff including governing bodies, referred to herein after as ‘staff’.  

A personal data breach can be broadly defined as a security incident that has 
affected the confidentiality, integrity or availability of personal data. In short, 
there will be a personal data breach whenever any personal data is lost, 
destroyed, corrupted or disclosed; if someone accesses the data or passes it on 
without proper authorisation; or if the data is made unavailable, for example, 
when it has been encrypted by ransomware, or accidentally lost or destroyed. 

Recital 87 of the General Data Protection Regulations (GDPR) makes clear that 
when a security incident takes place, it is important to quickly establish whether 
a personal data breach has occurred and, if so, promptly take steps to address it, 
including telling the ICO if required. 

The ICO must be notified of a breach without undue delay, but not later 
than 72 hours after becoming aware of it. If it is anticipated that it may 
take longer than this, reasons for the delay must be provided 

Purpose  

This breach procedure sets out the course of action to be followed by all staff 
within our academies/school if a personal data protection breach takes place.  

Legal Context  

The GDPR introduced a duty on all organisations to report certain types of 
personal data breach to the relevant supervisory authority. The report must be 
actioned within 72 hours of becoming aware of the breach, where feasible. 
 
If the breach is likely to result in a high risk of adversely affecting individuals’ 
rights and freedoms, individuals must be informed without undue delay. 
 



Chancery Education Trust is committed to safeguarding and promoting the welfare of children and young 

people and expects all staff and volunteers to share this commitment. 

Chancery Education Trust – Personal Data Breach Policy October 2018 

 

3 

Robust breach detection, investigation and internal reporting procedures must be 
in place. This will facilitate decision-making about whether or not it is necessary 
to notify the relevant supervisory authority and the affected individuals. 
 
 
Records of any personal data breaches must be kept, regardless of whether or 
not there is a need to report to the ICO. 

What is a Personal Data Breach 

A personal data breach means a breach of security leading to the accidental or 
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, 
personal data. This includes breaches that are the result of both accidental and 
deliberate causes. It also means that a breach is more than just about losing 
personal data. 

• Personal data breaches can include and are not limited to: 
• Access by an unauthorised third party 
• Deliberate or accidental action (or inaction) by a controller or processor 
• Sending personal data to an incorrect recipient 
• Computing devices containing personal data being lost or stolen 
• Alteration of personal data with permission 
• Loss of availability of personal data 

 
Immediate Containment/Recovery  

In discovery of a data breach, the following steps should be followed:  

1. The person who discovers/receives a report of a breach must inform the 
Principal/Headteacher or nominated representative. If the breach occurs or is 
discovered outside normal working hours, this should begin as soon as is 
practicable.  

2. The breach must be recorded on the Personal Data Breaches Log and a file 
opened to retain all supporting documentation. The Chancery Education Trust 
Administrator maintains the log and will hold any files centrally. 

3. The Principal/Headteacher or nominated representative must ascertain 
whether the breach is still occurring. If so, steps must be taken immediately 
to minimise the effect of the breach. An example might be to shut down a 
system, or to alert relevant staff such as the IT technician.  

4. The Principal/Headteacher or nominated representative must inform the Data 
Protection Officer (DPO) and the Chairman of the Trust Board as soon as 
possible. As a registered Data Controller, it is the academy/school’s 
responsibility to take the appropriate action and conduct any investigation.  

5. The Principal/Headteacher or nominated representative must also consider 
whether the Police need to be informed. This would be appropriate where 
illegal activity is known or is believed to have occurred, or where there is a 
risk that illegal activity might occur in the future.  
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6. The Principal/Headteacher or nominated representative must quickly take 
appropriate steps to recover any losses and limit the damage. Steps might 
include:  

• Attempting to recover lost equipment. 
• Contacting the local authorities, so that they are prepared for any 

potentially inappropriate enquiries (‘phishing’) for further information 
on the individual or individuals concerned. Consideration should be 
given to a global email to all staff. If an inappropriate enquiry is 
received by staff, they should attempt to obtain the enquirer’s name 
and contact details if possible and confirm that they will ring the 
individual making the enquiry back - Whatever the outcome of the 
call, it should be reported immediately to the Principal/Headteacher 
or nominated representative. 

• The use of back-ups to restore lost/damaged/stolen data.  
• If bank details have been lost/stolen, consider contacting banks 

directly for advice on preventing fraudulent use.  
• If the data breach includes any entry codes or IT system passwords, 

then these must be changed immediately and the relevant agencies 
and members of staff informed.  

Investigation  

In most cases, the next stage would be for the Principal/Headteacher or 
nominated representative to fully investigate the breach.  

The Principal/Headteacher or nominated representative should ascertain whose 
data was involved in the breach, the potential effect on the data subject and 
what further steps need to be taken to remedy the situation. The investigation 
should consider:  

•  The type of data 
•  Its sensitivity 
•  What protections are in place (e.g. encryption) 
•  What has happened to the data  
•  Whether the data could be put to any illegal or inappropriate use 
•  How many people are affected 
•  What type of people have been affected (pupils, staff members, suppliers 
etc) and whether there are wider consequences to the breach 
 

The Principal/Headteacher or nominated representative must ensure that a clear 
record is made of the nature of the breach and the actions taken to mitigate it. 
Refer to Appendix 1 – Record of Personal Data Breaches Log. The Chancery 
Education Trust Administrator maintains the log. 

The investigation should be completed as a matter of urgency and, wherever 
possible, within 72 hours of the breach being discovered/reported. A further 
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review of the causes of the breach and recommendations for future 
improvements can be done once the matter has been resolved.  

Reporting a Data Breach 

The ICO must be notified of a breach without undue delay, but not later 
than 72 hours after becoming aware of it.  

The GDPR recognises that it will not always be possible to investigate a breach 
fully within 72 hours to understand exactly what has happened and what needs 
to be done to mitigate it. So Article 34(4) allows the provision of the required 
information in phases, as long as this is done without undue further delay. 

However, the ICO expect controllers to prioritise the investigation, give it 
adequate resources, and expedite it urgently. The ICO must be notified of the 
breach once aware of it, and further information must be submitted as soon as 
possible. If it is apparent that full details cannot be provided within 72 hours, it is 
a good idea to explain the delay to the ICO and tell them when they are likely to 
expect further information. 

Note: Consider the dangers of over-notifying. Not every incident warrants 
notification and over-notification may cause disproportionate enquiries and work.  

Some people/agencies may need to be notified as part of the initial containment. 
However, the decision will normally be made once an investigation has taken 
place. The Principal/Headteacher or nominated representative should, after 
seeking expert or legal advice, decide whether anyone should be notified of the 
breach. In the case of significant breaches, the Information Commissioner’s 
Office (ICO) should be notified. Every incident should be considered on a case-
by-case basis. The following points will help to decide whether and how to notify:  

• Are there any legal/contractual requirements to notify?  
• Will notification help prevent the unauthorised or unlawful use of personal 

data?  
• Could notification help the individual – could they act on the information to 

mitigate risks?  
• If a large number of people are affected, or there are very serious 

consequences, you should notify the ICO. The ICO should only be notified 
if personal data is involved. There is guidance available from the ICO on 
when and how to notify them, which can be obtained at: 
https://ico.org.uk/for-organisations/report-a-breach/ 

• When notifying individuals, give specific and clear advice on what they can 
do to protect themselves and what help they will receive.  

The notification should include a description of how and when the breach 
occurred and what data was involved. Include details of what has already been 
done to mitigate the risks posed by the breach. 
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The GDPR state that the following information should be provided. A description 
of the nature of the personal data breach including, where possible: 

• The categories and approximate number of individuals concerned 
• The categories and approximate number of personal data records 

concerned 
• The name and contact details of the data protection officer (if your 

organisation has one) or other contact point where more information can 
be obtained 

• A description of the likely consequences of the personal data breach 
• A description of the measures taken, or proposed to be taken, to deal with 

the personal data breach, including, where appropriate, the measures 
taken to mitigate any possible adverse effects 

Reporting a breach can be done over the phone to the ICO Helpdesk on 
telephone number: 0303 123 1113 or can be submitted online the ICO website: 
https://ico.org.uk/for-organisations/report-a-breach/personal-data-breach 

This form should be completed and submitted to the ICO. A copy must be 
retained centrally in the Chancery Education Trust Administrator’s office and the 
Record of Personal Data Breaches Log updated with the date of submission and 
the ICO reference number. Refer to Appendix 2. 

Refer to the ICO website: pages on reporting a breach for further information. 

Note: In the case of a breach affecting individuals in different EU countries, the 
ICO may not be the lead supervisory authority. This means that as part of the 
breach response plan, it will be necessary to establish which European data 
protection agency would be the lead supervisory authority for the processing 
activities that have been subject to the breach. For more guidance on 
determining who the relevant lead authority is, refer to the Article 29 Working 
Party guidance on identifying your lead authority. 

What Information Must Be Provided To Individuals When Telling Them 
About A Breach? 

Information must be described in clear and plain language, the nature of the 
personal data breach and, at least: 

• The name and contact details of the Data Protection Officer or another 
contact point where more information can be obtained 

• A description of the likely consequences of the personal data breach 
• A description of the measures taken, or proposed to be taken, to deal with 

the personal data breach and including, where appropriate, of the 
measures taken to mitigate any possible adverse effects 
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Review and Evaluation  

Once the initial aftermath of the breach is over, the CEO, DPO and the 
Principal/Headteacher should fully review both the causes of the breach and the 
effectiveness of the response to it. If systemic or on-going problems are 
identified, then an action plan must be drawn up to put these right.  

The CEO will decide if the breach warrants a disciplinary investigation.  

Monitoring and Review  

This policy will be reviewed every 2 years or earlier should there be any changes 
to the legislation.  

Useful Policies and Information: 

• Data Protection Policy (GDPR Compliant) 
• Freedom on Information Policy 
• Personal Data Breach Policy 
• Subject Access Request (SAR) Policy 
• ICO – www.ico.org.uk 
• ICO – Subject Access Code of Practice  - (Note BR checked with the ICO – 

this is not the latest version – link to be updated) 
• ICO – A data protection code of practice for surveillance cameras and 

personal information - https://ico.org.uk/media/for-
organisations/documents/1542/cctv-code-of-practice.pdf 
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