> @

| Safer Internet Day

Online Safety
Parent Workshop




Introduction

Hello and welcome to our Parent \Workshop
about Internet Safety for Children.
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How do you have fun online?
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Video your friends : :
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Being respectful online means:

Including people @
when they want Listening to other people &*
to be included @

Understanding that
Being kind and supportive #» someone might not want

——— rq r@] the same things as you
! a

N Thinking about ¢
= O N how your words :
¢ 7S and actions make Not putting pressure on
someone and accepting

other people feel

their boundaries
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If someone is being
disrespectful you can...

Tell them how you feel or ask them to stop politely

Take a Block

screenshot Report
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Talk to an adult for help and support!

Teach Mum 4 Teaching o
I HEIOLED , | Assistant &
~

Any adult you

Dad ‘
L know and trust

I' Grandparent.".




Organisations to know

Childnet International is a non-profit organisation that is

0 Ch il d nat working to help make the internet a great and safe place
for children. It is one of three organisations partnered
with the UK Safer Internet Centre.

The UK Safer Internet Centre, which was appointed by the
i UK Safer European Commission, has three main functions:

* Aninternet awareness centre

* Ahelpline for parents and professionals

* Ahotline for reporting and removing child abuse
Imagery and videos

www.saferinternet.org.uk
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Risks

Have a thlnk about what your child loves doing online and what services and devices they
use.
Which of these look familiar?
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- gle 9 XBOX LIVE
@ nnnl.ux .

ﬂYouTubeL"'"‘“" NETFLIX

The online world can be exciting and inspiring. It has lots of opportunities to offer young
people. However it is important to manage and minimise the associated risks.




Internet Conduct

Online Conduct is the transmission of any Electronic communication; and the
publication of any content via Social Media.




Risks
Content

Internet

Any material available on the Web. Online content includes text, images,
animations, music and videos.




Risks
Cyberbullying

The use of electronic communication to bully a person, typically by
sending messages of an intimidating or threatening nature.




Internet







‘ Advice
€ |nternet Grooming

Online grooming is where someone befriends a child online and builds up their trust with
the intention of exploiting them and causing them harm.




Advice
Cyberbullying

® Internet

The use of electronic communication to bully a person, typically by sending messages of an
Intimidating or threatening nature.




Advice
Internet Sexting

The action or practice of sending sexually explicit photographs or
messages via mobile phone.




Advice

Internet

Dey Have a Conversation

An open and honest « q———

dialogue with your R N
child is absolutely s |
key. s

Have a conversation &=

A simphe and effective way 10 Qét swolved with your children and their lives
onlve s Swough discussion. By maintainng an open dalogue with your chld
and sncouraging them o tak to you about thekr internet wse parunls can help
childran accoss the amazing reseurces the Mdernet has to offer whilst
koeping them sado coline.

Talk to them about S AN s ,,m., i
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their internet use and i

B T e

let them know they e S i e s

-l Lt o S o0 T vy By e

can talk to you. O i o e e A A

www.childnet.com/parents-and-carers/have-a-conversation
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Day

Consider setting a
family agreement to
open discussion.

Establish boundaries
and your
expectations as a
family.

Advice
Consider a Family Agreement

childnet.com/resources/family-agreement



Internet AdVICG
Day Use Parental Controls

Filtering software
and settings can
help block Parental Controls

u nwa n ted CO nte nto Cur step by step guides will help you to set up the Hq.'ll'

ols and privacy settings on the networks, gadgets,
apps, and sites they use to give them a safer online
operience

Look at filters on
individual devices
and from mobile &
internet providers

internetmatters.org/parental-controls/




Internet

Advice

Day Use Social Media Guides

Familiarise yourself
with safety and privacy
settings on the
services your family
uses.

Learn how to report,
block and mute other
users on games and
social media.

(i)t’(%
Intormet
Cantve

e | Agwics Cante | Bockel medte gulan

Social media guides

Find out more about the sately featires avaliable on thess populse vocial networks

saferinternet.org.uk/advice-centre/social-media-guides



Internet AdVICQ
Day Get Involved and Interested

Get involved with your .
TS : NSPCC
child's life online. Learn P Loi

abOUt the appS, games Your guide to social
and deVIceS they use. Mtworks,appsandgams

Play their favourite
games with them, try

out their favourite net-aware.org.uk

apps...




Advice
Share an Email Address

Consider setting up
a shared family
email address.

Your child can use
this when signing up
to new services.




Advice
Encourage Discussion

Encourage your
child to always
'think before you
post’

Lead by example and
discuss the content
you share on social

media too




Advice
Discuss Safety Strategies

Give your child
strategies to deal
with content they
don't want to see

For example,
speaking to you or
turning off the device




(&4 common sense M

A LOT OR A LITTLE?

The parents’ guide to what's in this app.

oo

208 of Pl
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WHAT PARENTS NEED TO KNOW

Parents need to know that Snapchat is a popu lar messaging 2pp that allows teens to

exchange user-generated photos, texts, videos, and calls

commonsensemedia.org

both aucko and video. The

Advice
Websites for Advice

a %" PEGI Age R.mns: Family Friendly Games Carears

What are PEGI age Ratings?

Age ratings ensure that entertainment content - such as fams, DVDs,
ano games - Is clearly labelled for the minemum age group for which it
s sultable. Age ratngs provide guidance to consumers to help them
jeode whether or not to buy a partcular product, Since 2012, PEGH has
been the sobe system used In the UK for new console and PC games,
Many thousands of games have been PEGIrated since the scheme was

devised and intraduced In early 2003, It 15 impartant to note that in the

askaboutgames.com




= Internet Advice
Telephone helplines

If you're worried about a child...

NSPCC 0808 800 5000

O, NSPCC 0808 800 5002

Let’s keep kids safe online

For mental health advice...

{OUNGMINDS 0808 802 5544
/famiy 0808 800 2222




Advice
The UK Safer Internet Centre

About Safer Internet Day Blog Events Research Getinvolved Translate

Advice Centre Hotline Helpline Pupil powered e-safety Q

&, ;

YAdvice Centre

saferinternet.org.uk/advice-centre




Advice
The UK Safer Internet Centre

Resources Shop Blog Contactus My Account

g Ch I l d n et, Young peopie Teachers and Professionals Parents and Carers Press and Policy What we do Our Projects Support Us
¢ International

Online Pornograpny

gcreen Time
Boundanes

Parents and Carers =l NEreummmm

Need help?

Digital wellbeing

Welcome parents and carers! In this section you will find all the information

you need to keep your child safe online. Hot topics
Whether you're puzzled by parental controls or would like to know more about gaming, this section can ) 3

help. We all know that it can sometimes be challenging to keep up to speed with what children and Things to do Critical Thinking
young people are doing online. Luckily on this site you'll find a whole host of useful ways to keep your

child safe, Have a conversation

including
information

childnet.com/parents-and-carers on key topics




Reporting Incidents




Internet Reporting Incidents
o Making a Report

n We use your feedback to help us learn when
something isn't right

Nudity Viclence  Harassment

Look out for these symbols on the post,

comment or user profile you want to report o e Choose a

Unauthorised sales  Hate speech reason for

ST & = reporting

Choose areason for reporting this post:
| st don't like #
Nudity or parmography

Hate speech or symbols

or threat of

Fill out the form with as much detail as
possible and press send to inform the
platform's safety team.




Internet Reporting Incidents
Day Inadequate Responses to Reports

We can help you report:

© 0 & A

Self Harm or Suicade
Impersonation e Content

o © 0 ©

Violent Content

reportharmfulcontent.com




Internet Reporting Incidents
o Suspected Grooming

Are you worried about online sexual abuse
or the way someone has been
communicating with you online?

Make a report to one of CEOP's Child Protection Advisors

Should | make a report What happens when | How can CEOP help

to CEOP? = make a report? =+ me? =

I you're worried about online abuse or One of our experienced Child Protection Online sbuse affects many children and
the way someone has been Advisors will be there to make sure you young people every day, CEOP has

communicating online, let CEOP know. helped thousands of pesple in need of
support.

ceop.police.uk




Reporting Incidents
Child Sexual Abuse

[€ Select Language | Fundraising Resources Contact Members Area Login

Report criminal content HERE )

What wedo  Our services Become a Member News & Media 0O
a P E :

You can anonymously and confidentially report:

Child sexual abuse content
Non-photographic child sexual abuse images

000..‘....




Having a Conversation




Internet Having a Conversation
Start on a Positive Note

/

What do you like
most about the
internet and why?
Whats your favourite Thes ipapraat offere

\_ game/app/site? brilliant opportunities for
making connections with
others. Who do you like

/ Do you like to be creative online? \ to keep in touch with
What have you created? online and what apps/-
services do you use?

(It could be anything from a picture or
video to creating their own games, sites

k or apps.)




Internet
Day

Having a Conversation
Keep the Conversation Going

\

Do you have any
tips for how to be
positive and show

respect online?
_/

How might you know if you are
using the internet/technology
too much?

Do you know where to go for
help, where to find safety
advice and how to use safety
tools on your favourite apps
and gomes?

What could you do if someone
online is making you or
someone you know feel

worried or upset?

4 How does the
internet make you
feel? Do different

apps/games makes

ou feel differently?

.

Help me!
Can your child show you how to
do something better/safer online?




#l —|* Internet

“ " Online Safety at
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6 e, Online Safety at Pickhurst

|€ I[gwternet
F—r— ay
Online Safety topics are taught once aterm in every year, and cover topics such as
cyberbullying, spotting fake news, making sensible choices, what to do when being online

s upsetting, sharing information, sensible userames and passwords.

We have a robust safety system called Smoothwall which blocks access to certain websites.

Our staff are trained in online safety and Safeguarding and are always looking out for signs
the children need help.

We take part in special days such as Safer Internet Day.
We log and monitor E-safety incidents.

We can offer advice to parents/carers through workshops such as this.




Thank you for watching

| hope you found this useful




